COSO Internal Control

MAMACESIL

7 /7

Integrated Framework Principles
2017

Risk As+ssmen\

Risk R(\Ppon se

Moniforing

Gl J S b baipo paie 2 gaizes COSO

1S 50 iRl oS 2 o | 4dgo SIS

S huzo

Sanry 2!

S sl Cudled

bl g lelbl

oyl
1S sl J S g2)le 900 B L ol gl
o5l 1 wglho LS b oSl S slul cug> COSO
SeoS lo jlaw 6 g0 i 60 (o ol LCuwl o
IT" Slelbl (5,968 CaaSls 1 eslatiwl L 15 sylos o0
J=5S 5l 1 55 593 iwaw "GOvernance
" S i oS (5l | 6482 5 0940 i g SIS
CaeSls .5 9T pal 48 "Corporate Governance

SN

1{\\\‘;

WSt i

¢
v
4
:
vﬂ
5
{_11

O\ Wons

UgzuoS 50l 5l lojlw 6inaS 199 Jlw >

w92 )Lz GBS gl S pls Ly i1 S 6915

Jg-izo gligebl ¢3S pal 48 6l 2 9 5 udy oo 23U
1wl 030l ol b o Blasl ou liiws I

o 6bgy jo 838 (iyl) sl 3 Gl S i -
(cu.ul Vo jlw ldae (ol yIS g s 3l

L s 30 53 () o 5SS 1831l -
9l Gllo jué g o y2 L5 g GIS1s 5 5u01 S
(U9 8890 oy (52 S51 Jolids Cauwl ¢jSwoo
(bl S byl it U bl

Ol ydo g ywlgd Cule -

COSO Internal Control
Integrated Framework Principle 2017

Foundation Level



The board of directors
demonstrates independence
from management and exercises
oversight of the development and
performance of internal control.
Management establishes, with
board  oversight, structures,
reporting lines, and appropriate
authorities and responsibilities in
the pursuit of objectives

The organization demonstrates a
commitment to attract, develop,
and retain competent individuals
in alignment with objectives.

The organization holds
individuals accountable for their
internal control responsibilities in
the pursuit of objectives.

Risk Assessment

The organization specifies
objectives with sufficient clarity to
enable the identification and
assessment of risks relating to
objectives.

The organization identifies risks
to the achievement of its
objectives across the entity and
analyzes risks as a basis for
determining how the risks should
be managed.

The organization considers the
potential for fraud in assessing
risks to the achievement of
objectives.

The organization identifies and
assesses changes that could
significantly affect the system of
internal control.

Control Activities

The organization selects and
develops control activities that
contribute to the mitigation of
risks to the achievement of
objectives to acceptable levels.
The organization selects and

develops general control
activities over technology to
support the achievement of

objectives.

The organization deploys control
activities through policies that
establish what is expected and
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Control System
(COSO)
Internal Control Frameworks
e  Control Environment
- The organization demonstrates a
commitment to integrity and
ethical values.

Internal
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- Audit Risk
- Detection Risk
External Audit
- Definition and Objective
- Responsibility of External Audit
- Scope of the Audit
- Auditor Report basic Elements
- Special Features in Public Sector
Internal Audit
- Definitions of Internal Audit
- Evolution of Internal Auditing
- llA Standard and Practice
Advisory Context
- Statement of Responsibilities
- Code of Ethics
- Standard
- Control Self-Assessment
- Internal Audit as a Core Function
- Independence
Audit Stages
- Audit Stages
- Preliminary Survey
- Audit Programs
- Field Work
- Audit Concepts and Technique
- Internal Audit Report
- Performance Audit
- System Based Audit (SBA)
- Audit Management
Information Systems Control
and Auditing
- Introduction
- Historical Perspective and
Milestones
- Control Concepts
- The Control Framework Based
on COSO
- The Control Framework Based
on COBIT
- IT Governance
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procedures that put policies into
action.

Information & Communication

The organization obtains or
generates and uses relevant,
quality information to support the
functioning of internal control.
The organization internally
communicates information,
including objectives and
responsibilities for internal
control, necessary to support the
functioning of internal control.
The organization communicates
with external parties regarding
matters affecting the functioning
of internal control

Monitoring Activities

The organization selects,
develops, and performs ongoing
and/or separate evaluations to
ascertain whether the
components of internal control
are present and functioning.

The organization evaluates and
communicates internal control
deficiencies in a timely manner to
those parties responsible for
taking corrective action, including
senior management and the
board of directors, as
appropriate.

Preventive, Detective and
Corrective Controls

Means of Achieving Control

Access and Reporting on Control

Relationship between Internal

Audit, Management and
Governance

Outsourcing of Internal Auditing
Corporate Governance

Internal Control Non-Executive
Directors

Audit Committee

Risk Assessment

COSO Philosophy

Planning for RISK Assessment
Categories of Objectives

Audit Risk

Materiality
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