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Module 6: Networks and
Communications Security

6.1 OSI and DoD Models

6.2 IP Networking

6.3 Network Topologies

6.4 DNS and LDAP

6.5 Telecommunications Technologies

6.6 Network Access Controls

6.7 Multimedia Services and
Technologies

6.8 Network Based Security Devices

Module 7: Systems and Application
Security

7.1 C.IA. Triad -
Malcode

7.2 Vectors of Infection

7.3 Malicious Web Activity

7.4 Cloud Security

7.5 Encryption in the Cloud

7.6 Conclusion

Applicability to
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Module 1: Access Controls

1.1 Access Control Concepts

1.2 Security Models

1.3 Authentication Mechanisms
1.4 Trust Architectures

Module 2: Security Operations
2.1 Code of Ethics (SC)

2.2 Security Architecture

2.3 Secure Development and
Acquisition Lifecycle
2.4 Data

2.5 Data Leakage Prevention
2.6 Policy Document Format
2.7 Management

2.8 Configuration Management

2.9 Interior Intrusion Detection
Systems
Module 3: Risk Identification,

Monitoring, and Analysis

3.1 Intro to Risk Management

3.2 Risk Treatment

3.3 Auditing

3.4 Vulnerability Scanning and Analysis

3.5 Penetration Testing

3.6 Operating and
Monitoring Systems

Module 4: Incident Response and
Recovery

4.1 Incident Handling

4.2 Forensic Investigations

4.3 Business Continuity Plans

Module 5: Cryptography

5.1 Cryptography Fundamentals
Concepts

5.2 Cryptography and Ciphers

5.3 Asymmetric Cryptography

5.4 Methods of a Cryptanalytic Attack

5.5 Key Management Concepts

Maintaining
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