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Describing  Information  Security
Concepts

Describing Common TCP/IP Attacks
Describing Common Network
Application Attacks

Describing Common Endpoint
Attacks

Describing Network Security
Technologies

Deploying Cisco ASA Firewall
Deploying Cisco Firepower Next-
Generation Firewall

Explaining VPN Technologies and
Cryptography

Introducing Cisco Secure Site-to-Site
VPN Solutions

Deploying Cisco 10S VTI-Based
Point-to-Point IPsec VPNs
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e SCOR 350-701
e CNCF 300-710
e SICE 300-715

e SVPN 300-730
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Enabling Your Enterprise IT

Deploying Point-to-Point IPsec VPNs
on the Cisco ASA and Cisco
Firepower NGFW

Describing 802.1X Authentication
Configuring 802.1X Authentication
Describing Endpoint Security
Technologies

Deploying Cisco Advanced Malware
Protection (AMP) for Endpoint

Introducing Network Infrastructure
Protection

Cisco Firepower Threat Defense
Overview

Cisco Firepower NGFW Device
Configuration

Cisco Firepower NGFW Traffic
Control

Implementing Access Control
Policies

Security Intelligence

File Control and Advanced Malware
Protection

Cisco Firepower
Overview

Threat Defense
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