_____

audit

" :E;s;IE!i“E;IVIIEl\I1r

analysis eee

1ISO 33072:2016
Security Maturithy
& Capability Assessment

SECURITY AWARENESS
MATURITY MODEL™

Gjwosly sl £9 b ohidy Su Slelbl ol &obs

w92 lz Sy g ol I sogac 6B Sy ol
-3 jluzo Pl 48 «Sldae s xwuglgl sl

639> Vlsal

g2 sl glgicoy clelbl Cosol égly Joo

Slaal b Sdslho sl glojle LlgT bl
339 SubSy GSlomo ey ol
o0 pliiws g Slas I 5uSel> 9 (3gaym yiws
Sbiso oSsl g Sla> pe e Ylojlu i golo
oS agljlw oS das0 gl bj)l o

Sl 3yl gy Uiy 3 1) ol (5les 138600 juw

Cubls puslio b luiT @ )
_ huugi glojlu s Slelbl Casol (5405 860 & jg o
Eobpaslao b luil e GilolsBl s aglle g el 63 Sy |y e ol uso
SAellbl Cuol paalio b ST 9 oSaib «oSyjud humo ol eduoj s 6S
ok beiol Gl Uivgy b kT @ 9 wrws GJyES g pakd 5bs gl
ol pghu b T @ 9 Ubjgol Cauml oo 38 o g 5 8550
e sl jo sle glojls s pjU 6 jlwSan s
0195 lblao  cuol ggl Jso silyl ool (5 093 ol ji o0

Ulsio a8le oulS (5l il jgol & 0495
alaz jl T &oly Labjyl 9 clelbl il o

9 yglojlw j> Zuiol gly2l yinly sl Olelbl
U0 . Cuwl ol ts_jb.ub)L.h.! BLdogLl (o igs 05151

2016

>
4
.:
o puf
O
=
Q,
-~
&
)
S
Bﬁﬁ

—
M 2
g’ccs
mE
— >
4
o puf
-
=
@)
Q
N

Assessment




e Technical data preservation and
recovery

Process Capability Indicators
e Process capability Levels and
process attribute
- Process capability Level O:
Incomplete process
- Process capability Level 1:
Performed process
- Process capability Level 2:
Managed process
- Process capability Level 3:
Established process
- Process capability Level 4:
Predictable process
- Process capability Level 5:
Innovation process
e Related processes for process
attributes
Conformity of the
assessment model
e Requirements for process
assessment models
- Process assessment model
scope
- Requirements for process
assessment models
- Assessment indicators
- Mapping process assessment
models to process reference
models
- Expression of assessment results
Input and output characteristics
e  Generic input and outputs
e  Specific inputs and outputs
Association between base practice
and ISO/IEC 27001 Requirements
e Associations of base practice with
requirements
e  Association of requirements with
base practice
e Base practice that have no
associated requirements
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Over View of the Process

Assessment Model
e Introduction to Overview
e  Structure of the Process Assessment
Model
- Processes
- Process Dimension
- Capability Dimension
e Assessment Indicators
- Process Capability Indicators
- Process Performance Indicators
e  Measuring Process Capability
The Process Dimension and Process
Performance Indicators
e Assets Management
e Capacity Management
e Change Management
Communication Management
Configuration Management
Documentation Management
Equipment Management
Human Resource employment
Management
Human Resource Management
Improvement
Incident Management
Infrastructure and work environment
Internal Audit
Leadership
Management review
Non-conformity management
Operational Implementation and
control
Operation Planning
Performance evaluation
Product/Service/Release
Product/Service/System requirement
Risk and opportunity management
Service Availability management
Service continuity management
Supplier management

Enabling Your Enterprise IT
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