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establish and maintain a framework
to provide assurance that information
security strategies are aligned with
business objectives and consistent
with applicable laws and regulations.
identify and manage information
security risks to achieve business
objectives.

create a program to implement the
information security strategy.
implement an information security
program.

oversee and direct information
security activities to execute the
information security program.

plan, develop, and manage
capabilities to detect, respond to,
and recover from information security

incidents.

CISA Siiems dudior ™"

A EACK CoMlcaten

CISM (Certified Information Security
L inforsec v o g ss2wgi s L Manager)
9 ouly plgic oo Suuny Tujuso Giols o S5
Ghol jg=0 4 .5jls jSjen clelbl Cusol Gubuwl
9 "Suuyy Cyjude ' g "Glellbl (g g8 CnoSL"
Eslgs o pse” g "Wilelbl Cutol sl pgas”
3 68 siiwa Lol islbo alas jl "cleUbl Cuiol
09880 (2l -5 50 148 65l g Eazs 5 90 CISM
Jly3 0315l 3 90 155301 ISACA Lolge (pozol bawgi
ou obguyo sl 6501 solos SoS B Cuwl 0588
033 S jus IS g uwS s shads 1 Silelbl Cusol
9 9 Olks shdy iz I Cudol ou 6295 o g
Cuwl 63945 S5l g j b hudi o g0l

CISM
Certified
Information Security Manager

- 100010




Information Security Governance —
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Information Risk Management —
The Strategy
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Who Does What

Information Risk Management —
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Security Concepts

Governance, Goals, Strategies,
Policies, Standards, and Procedures
Strategy

Risk  Appetite,
Capacity
Analysis of Risk
Controlling Threats and Risk
Controls and Countermeasures

ALE, RTO, RPO, SDO, MTO, MTD,
and AIW

BCP, DRP, and BIA

Business Continuity and Disaster
Recovery

Testing Incident Response, Business
Continuity Plans, and Disaster
Recovery Plans

Roles, Responsibilities, RACI, and
Skills

Due Diligence and Due Care
Security Principles

KGls, KPIs, KRIs, and CSFs
Technologies

Standards and Frameworks

Culture

Metrics

Current State, Desired State, and the
Gap in Between

Information Security Infrastructure
and Architecture

Cloud Computing
Metrics Development
Business Model for
Security (BMIS)
Information Security Governance —
Overview

Information Security Governance —
The Goal

Information Security Governance —
The Strategy

Information Security Governance —
Who Does What

Tolerance, and
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e Information Security Incident
Management — Who Does What

e Information Security Incident
Management — Resources That
Help

e Information Security Incident
Management — Constraints That
Hurt

Information Security Incident
Management — The Action Plan

e Information Security Incident
Management —  Metrics and
Monitoring

° Information Security Incident
Management — What Success
Looks Like
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