Security+

Harden internetwork devices and
services.

Infrastructure and Connectivity

Monitoring Activity and Intrusion
Detection

Secure network communications.

Implementing and Maintaining a
Secure Network

Manage a PKI.

Securing the Network and
Environment

Monitor the security infrastructure.

Cryptography Basics, Methods, and
Standards

Security Policies and Procedures
Security Administration

Access Control and Authentication
Management

Certificates Management, Business
Continuity and Disaster Recovery

Incident Management Data
Protection and Host Security

Gl 0393 gl LuwolS Security+ 5 o9
Gl oSl ol o) gy oS Cuwl  SlwS
ol yl 390 Cusiol o i jgol L83 L (5 g0l
uslio ijgel § 6)93 gl J> 3,8 o JIuE
(ool 18 oblhwl g gBjlg oSt ol
Elel uxipes g ebgiyo Sljugas 9 lgungw
315 50 18 Cazy 390 Lo i ol Slsusgs
2> o 3 g0 iols izl o0 swlgiy gl S8 U
wrg e 5SS Gab 1 sie geul s 09>
Sl Slole piwnw €95y 59 1 PIU Sl
6w osby ojui gWindows, Linux, Novell

Saules

89> blaal

General Security Concepts
Identify security threats.
Identifying Potential Risks

Harden internal systems and
services.

CompTIA
Security +



Back Up and Restore Certificates and
Private Keys

Lesson 7: Compliance and Operational
Security

Physical Security

Legal Compliance

Security Awareness and Training

Lesson 8: Risk Management

Security Policy Fundamentals Risk
Analysis

Implement Vulnerability Assessment Tools
and Techniques

Scan for Vulnerabilities

Mitigation and Deterrent Techniques

Lesson 9: Managing Security Incidents
Respond to Security Incidents
Recover from a Security Incident

Lesson 10: Business Continuity and
Disaster Recovery Planning
Business Continuity

Plan for Disaster Recovery

Execute DRPs and Procedures
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Lesson 1: Security Fundamentals
The Information Security Cycle
Information Security Controls
Authentication Methods
Cryptography Fundamentals
Security Policy Fundamentals

Lesson 2: Security Threats and
Vulnerabilities

Social Engineering

Physical Threats and Vulnerabilities
Network-Based Threats

Wireless Threats and Vulnerabilities
Software-Based Threats

Lesson 3: Network Security
Network Devices and Technologies
Network Design Elements and
Components

Implement Networking Protocols
Apply Network Security Administration
Principles

Secure Wireless Traffic

Lesson 4: Managing Application, Data,
and Host Security

Establish Device/Host Security
Application Security

Data Security

Mobile Security

Lesson 5: Access Control,
Authentication, and Account
Management

Access Control and Authentication
Services

Implement Account Management Security
Controls

Lesson 6: Managing Certificates
Install a CA Hierarchy

Enroll Certificates

Secure Network Traffic by Using
Certificates

Renew Certificates

Revoke Certificates
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