Harden internetwork devices and
services.

Infrastructure and Connectivity

Monitoring Activity and Intrusion
Detection

Secure network communications.

Implementing and Maintaining a
Secure Network

Manage a PKI.

Securing the Network and
Environment

Monitor the security infrastructure.
Cryptography Basics, Methods, and
Standards

Security Policies and Procedures
Security Administration

Access Control and Authentication
Management

Certificates Management, Business
Continuity and Disaster Recovery
Incident Management Data
Protection and Host Security
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General Security Concepts
Identify security threats.
Identifying Potential Risks

Harden internal systems and
services.

CompTIA
Security +



Back Up and Restore Certificates and
Private Keys

Lesson 7: Compliance and Operational
Security

Physical Security

Legal Compliance

Security Awareness and Training

Lesson 8: Risk Management

Security Policy Fundamentals Risk
Analysis

Implement Vulnerability Assessment Tools
and Techniques

Scan for Vulnerabilities

Mitigation and Deterrent Techniques

Lesson 9: Managing Security Incidents
Respond to Security Incidents
Recover from a Security Incident

Lesson 10: Business Continuity and
Disaster Recovery Planning
Business Continuity

Plan for Disaster Recovery

Execute DRPs and Procedures
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Lesson 1: Security Fundamentals
The Information Security Cycle
Information Security Controls
Authentication Methods
Cryptography Fundamentals
Security Policy Fundamentals

Lesson 2: Security Threats and
Vulnerabilities

Social Engineering

Physical Threats and Vulnerabilities
Network-Based Threats

Wireless Threats and Vulnerabilities
Software-Based Threats

Lesson 3: Network Security
Network Devices and Technologies
Network Design Elements and
Components

Implement Networking Protocols
Apply Network Security Administration
Principles

Secure Wireless Traffic

Lesson 4: Managing Application, Data,
and Host Security

Establish Device/Host Security
Application Security

Data Security

Mobile Security

Lesson 5: Access Control,
Authentication, and Account
Management

Access Control and Authentication
Services

Implement Account Management Security
Controls

Lesson 6: Managing Certificates
Install a CA Hierarchy

Enroll Certificates

Secure Network Traffic by Using
Certificates

Renew Certificates

Revoke Certificates
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CERTIFIED

Enabling Your Enterprise IT

IT HOUSE 5 0,UL,>
g oo | AV Juw I IT House i oo pus
90T g 516 jgLino los S (50515l yghino 60 (532
L Slelbl (5,9Lu8 (i juso sldg2 L2 50 jg= o
Gz 1l s 09 4S ol IS jggh (Gouo e o
o g9 NIS ICT (g0 5550 5Lz slapl
G011 jghino oy TAA Jlaw 5o 6S 03905 Zidled
slzul 1y IT House a5y chglatio g 3uss ciloss
BLg 0 53aslgs oo LSSl L. [T House sslosgos
63 yiuS 5loSidh Cule> jghines g LS1s yasaio
315 GSSLoT i idS (g-20 «oLlodlpa (518 4 I
23 1y glojluw jLo 5 90 SlosS jl GlolS s
S ppd—o sLdg2 o g sl ssliwl glwe jg>
Slos o5l «ulclbl cu ol g lcUbl (59L58
9 Lawgz > &S i ol lled Glool slas jg>
Slelbl (59ld (i juso sl g gs g Lo jlastiwl

Gl SLS 3 2530 5190 60 39520 63 g odo> I

L b o Sloss
U jgol
OJgLﬂ.LD
I8l
o0l gS 9300 9 (55200
bl
3950 6315l ¢ Jgrazo £ 62 6wy

IT HOUSE U _ulos

s ST

7 3519 6 SU, «yings 628 llads (639 38w <l g5
+ 98 (0) 21 88731466 el
+ 98 (0) 21 86031447 LSS




