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CERTIFIED Application Security Engineering

/—)
e

09> 5o ad

Understanding Application Security,
Threats, and Attacks
Security Requirements Gathering

Secure Application Design and
Architecture

Secure Coding Practices for Input
Validation

Secure Coding Practices for
Authentication and Authorization

Secure Coding Practices for
Cryptography

Secure Coding Practices for Session
Management

Secure Coding Practices for Error
Handling

Static and Dynamic Application
Security Testing (SAST & DAST)

Secure Deployment and Maintenance
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e Understand application security,

threats, and attacks

e  Gather secure requirements

e Validate input using secure coding

practices

e Implement code practices for secure

session management

e Test static and dynamic application

security

e Design and architect secure

applications
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