Mobile Payment Guidelines
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Mobile Payment
Guidelines



e Instructional materials for
implementation and use

e Secure merchant receipts

e Indication of secure state

e Best Practices and Responsibilities
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e Security Risks of Mobile Devices.
e Mobile Payments Guidance
Overview
e  Objectives for the Security of a
Payment Transaction
o Prevent account data from being
intercepted when entered
o Prevent account data from
compromise while processed or
stored
o Prevent account data from
interception upon transmission
e Unauthorized logical device access
e  Server-side controls
e  Escalation of privileges
e  Remotely disable the payment
application
e  Detect theft or loss
e Harden supporting systems
e Online over off-line transactions
e Secure coding, engineering, and
testing
e  Protection against vulnerabilities
e  Protection from unauthorized
applications
e  Protection from malware
e  Protection from unauthorized

attachments
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