OWASP Software Secure Coding

UWASP

Open Web Application

Security Project

Blodgois j gul—wl g 1y 6w j o2l yd> 395
ool —uugisS sloasly bghs L w L g OWASP
-Siglos 3lgs

9 Sl (50 FR—wg Yy 09> gy o0l
—g5 00l o b j g loisl) bghs g la Mio
00l gy jSyai b j—dl> (5 0,95 .3 15 3929 egiio
\SLO.'LQU bghi u.ul_w|_H g uig JAVA g
Cuwl 03038 =2l b OWASP

09> 5o Jad

Architecture of PC and mobile
devices. x86, x64 and ARM.

Java Virtual Machine (JVM) and Java
Runtime Environment (JRE).
ByteCode Verifier and Classloader;
Security Manager and Access
Controller, managing permissions
policy.

Java Native Interface (JNI).

Secure Sockets Layer (SSL).

Code signing.

Buffer overflow.

Format string attacks.

Heap overflow.

Return oriented programming.
Defenses: stack canaries, DEP, ASLR.
Thread safety and race conditions.
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e SQL Injection

e  Cross-site scripting.

e  Cross-site request forgery.

e  Broken authentication and session

management.

e Insecure direct object reference.
e Invalidated Redirects.

e XML injection.

e Integer overflow. CVE-2013-1493.
e Unsafe deserialization CVE 2008-

5353.

e  Unsafe reflection CVE-2004-2331.
e Unsafe inner classes.

e Insecure cryptography.

e Secure Systems Development

Lifecycle (Secure SDLC).

e Secure requirements definition.
e Application risk management and

threat modeling.

e Application secure design principles.
e  Static code analysis.
e  Penetration testing and vulnerability

assessment.

e  Fuzzing.
e OWASP TOP 10, ASVS, Testing guide,

Developers guide.
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