Penetration Testing with Kali Linux
General Course Information
Getting Comfortable with Kali Linux
Command Line Fun

Practical Tools

Bash Scripting

Passive Information Gathering
Active Information Gathering
Vulnerability Scanning

Web Application Attacks

Buffer Overflows

Client-Side Attacks

Locating Public Exploits

File Transfers

Antivirus Evasion

Privilege Escalation

Password Attacks

The Metasploit Framework

Port Redirection and Tunneling ¢
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Enabling Your Enterprise IT
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