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Module 1 Introduction To Web
Application Pentest

WEB app Architecture

HTTP Protocol

Web Application Framework

Web Application Assessment

Methodology

OWASP

Module 2 Reconnaissance &
Mapping

Search Engine

DNS Enumeration
Subdomains

Service Enumeration
Framework Enumeration
WAF Detection

Vhost & Dhost

Mapping

Automate Reconnaissance

Module 3 Client Side Attack
HTML & CSS Comment

JS Cintrol Bypass
Js framework control bypass
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Automated bypass Control

Module 4 XSS
Types of XSS

Discovery XSS
Exploitation XSS

Module 5 Command &
Code Injection
0S Command Injection

0S Command Injection Code
Execution

Module 6 XXE
XXE to Fl

XXE to command Injection
XXE Xinclude
XXE shell upload

Module 7 SQL Injection
Types of SQLI

SQLI Discovery
SQLI Discovery
SQLI Exploitation

Module 8 Broken access
control
IDOR

Missing functional Level Access
Control

File Inclusion

Shell Upload

Module 9 Identification and
Authentication Failures
User Enumeration

Disctionary Attack
Rule base Attack
Captcha Bypass

Module 10 Security
Misconfiguration
Common weakness Enumeration

(CWE)
Unnecessary features
Error handling

Module 11 Ajax Pentest
XML

Json
Html

Module 12 Business Logic
Pentest

Enabling Your Enterprise IT
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